
 
 
Benefits
With increasing malware, including 
ransomware attacks and data breaches, 
it is critical to protect your SaaS data. 
Secure your data from loss and ensure 
regulatory compliance with Carbonite™ 
Cloud-to-Cloud Backup featuring 
automated cloud backup and quick 
recovery from any point-in-time.  

• Improve productivity with fast 
recovery for reduced downtime costs 
and seamless business continuity

• Secure SaaS data with unlimited 
backup and recovery from any  
point in time 

• Ensure compliance with GDPR, HIPAA, 
FINRA and CCPA with secure and 
encrypted backup

Protecting all your business-critical data 
in your SaaS applications

Overview 
Carbonite™ Cloud-to-Cloud Backup offers comprehensive backup and 
recovery of SaaS applications and boasts central management, granular 
restore, rapid recovery and flexible retention options. Our purpose-built 
backup solution ensures IT administrators can recover as much or as little 
SaaS application data as necessary. 

Why it is necessary to back up SaaS application
Recovery of lost data is your responsibility

Even prior to the COVID-19 pandemic, businesses were rapidly shifting 
their workforces to cloud applications. Now, with more employees working 
remotely than ever, cloud platforms and cloud collaboration tools have 
become essential to business operations.

“Only 13% of IT professionals understood that they are solely 
responsible for backing up the data for SaaS applications1”

With businesses lacking a clear understanding of SaaS application SLAs, 
it leaves vulnerable much of the data that remote workers rely on to stay 
productive. Collaboration and productivity apps, while highly effective for 
their stated purpose, are not designed for disaster recovery.

Proactively protect your SaaS applications
Application protection in the cloud

Carbonite™ Cloud-to-Cloud Backup provides a comprehensive solution to 
protect your cloud applications and data. 

• Automate backups of Microsoft 365, Google Workspace, Salesforce, Box 
and Dropbox

• Protect against ransomware, malware, data loss and data breach

• Flexibly search and recover items, mailboxes or sites at any granular level

• Easily recover data with point-in-time recovery

• Browse daily snapshots and run searches

• Feel more secure with full redundancy

• Store more with unlimited storage and retention
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About Carbonite and Webroot
Carbonite and Webroot, OpenText companies, harness the cloud and artificial intelligence to provide 
comprehensive cyber resilience solutions for businesses, individuals, and managed service providers. 
Cyber resilience means being able to stay up and running, even in the face of cyberattacks and data 
loss. That’s why we’ve combined forces to provide endpoint protection, network protection, security 
awareness training, and data backup and disaster recovery solutions, as well as threat intelligence 
services used by market leading technology providers worldwide. Leveraging the power of machine 
learning to protect millions of businesses and individuals, we secure the connected world. Carbonite and 
Webroot operate globally across North America, Europe, Australia, and Asia. Discover cyber resilience at 
carbonite.com and webroot.com.

The importance of cloud-to-cloud backup
Why SaaS vendors recommend using third party backup and recovery

All too often, businesses using SaaS applications believe their data is safe because it is in the cloud. However, the Shared 
Responsibility Model does not protect them from data loss. Like when data was stored on-premises, your data is your 
responsibility. That is one of the many reasons why SaaS vendors recommend using a third party service to back up your 
business-critical data.

“Point in time restoration of 
mailbox items is out of the scope 
of the Exchange service.”

“An administrator can restore a user’s Drive 
or Gmail data for up to 25 days after the data 
is removed from the user’s trash. . . after 25 
days, the data cannot be restored, even if you 
contact technical support.”

“We recommend that you  
use a partner backup solution that 
can be found on the AppExchange.”

Who is responsible for securing your data?

Simply put, the SaaS vendor is responsible for securing the 
infrastructure and the applications that the data resides 
in while the customer is responsible for the data itself. The 
chart gives a more in-depth look at where SaaS vendor’s 
responsibility stops and where yours begins.

Faster, easier and more reliable recovery

Carbonite eliminates the challenges of native capabilities by 
removing both technical and time constraints. Whether you 
need to restore an item granularly or an entire site restore, 
Carbonite Cloud-to-Cloud Backup is faster, easier and more 
reliable.

Supported platforms
SaaS Applications 

• Microsoft 365

• Google Workspace 

• Box

• Dropbox

• Salesforce

Backup Storage

• Carbonite cloud storage. Datacenters in Australia, Canada, 
EU, UK and US

• Bring your own storage (BYOS): Backup to your own 
Amazon Web Services, Microsoft Azure or S3  
compatible storage

One element to making your business 
cyber resilient  
We can help support your business lifeline  

OpenText Security Solutions brings together best-in-class 
solutions to help your business remain cyber resilient. 
Together, Carbonite and Webroot can help you prevent and 
protect from threats happening in the first place and help 
you comply with changing regulations. We also minimize 
the impact of adverse events by quickly detecting and 
responding and then seamlessly recovering data. Carbonite 
Cloud-to-Cloud Backup is one piece of the cyber resilient 
puzzle that helps backup and recover your SaaS applications 
to avoid costly downtime and keep your data secure.

Learn more at carbonite.com


